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Rationale for implementing WPKI in MExE.

The MExE standard had mandated the implementation of X.509 certificates within a MExE device. It was suggested at the MExE Adhoc meeting in Chicago on 24/10/00 that this should be changed to mandate the use of a WPKI with a recommendation that the WPKI is based on the X.509 standard. X.509 is a heavy weight standard and is considered to be too large to be supported in a small device. 

Additionally, there may be certain circumstances, for example in the deployment of MExE devices in a Private or Professional Mobile Radio (PMR) infrastructure, where a proprietary WPKI model may be considered to be more appropriate.

WPKI Background

Within the MExE standard a requirement has been defined to support the signing of content within a security domain on the device and to accept signed content coming from an ASP or other M-Commerce provider.

WPKI provides the ability to sign content and provide verification of authenticity based on digital signatures and digital certificates for mobile users and service providers. 

WPKI is a Hot issue in the security and mobility arenas and it appears that a strategy and model has yet to be clearly defined across the IT and telecommunications industry. The models for WPKI are currently being driven by a perceived requirement from the implementation of WAP devices within the mobile infrastructure along side of m-commerce strategies. MExE is currently fuelling this perception.

Problem

The MExE standard is mandating the use of a security mechanism that is still very much in the early stages of it’s development. Before mandating the use of a WPKI, there may be a requirement for it to be defined, formalised and standardised. Although a WPKI model is being developed for the WAP environment, it is not clear how this model will need to be adapted to support MExE devices or if a separate WPKI model will need to be developed.

Issues

Below is a list of some considerations that need to be addressed by MExE and possibly the wider 3GPP with respect to MExE and defining a WPKI model to best fit the MExE security framework. 

· Is the MExE standard trying to mandate the use of a mechanism that has itself yet to be formalised?

· How would a WPKI model be implemented and provisioned within a MExE device?

· Would support of WPKI require a device to hold a private/public key pair in each of the security domains?

· In the Trusted Domain how are public keys retrieved and managed? I.e. what happens to a public key when the source of a downloaded application has been verified for integrity and authenticated?

· Which of the Classmarks support security domains?

· Do CM1 and CM2 devices support a Sandbox domain to download un-trusted applications or are untrusted applications automatically deleted/ rejected?

· What are the impacts with respect to implementing and provisioning WPKI from an end to end perspective?

· Is  MExE expecting to use the Private/Public Keys of a WPKI to have the capability to encrypt the application or transport layer? If so which layer ?
· To what extent will the user’s interaction be with an implementation of WPKI in a MExE device? Due caution needs to be taken to ensure the success of MExE and interactions should be kept to an absolute minimum. Can it be assured that WPKI will be seamless to the user and that they will not be put off from using the services?

· Is WPKI expected to be implemented for all classmarks and for the various CM combinations that are potentially possible within MExE devices?

Trust Relationships and Authentication

· As users are already authenticated to the carrier network and trust relationships are established with the network operator then is there really a requirement to authenticate users through WPKI at a n other layer (Application or Transport)? 

· Expectation is to access internet based ASPs and therefore although a connection will be established with an ISP there is no direct correlation with the ASPs that are on the Internet

SIM / USIM S/WIM Issues

· What will the implication be with respect to MExE & WPKI with the removal and ownership of the SIM from out of the carrier control?

Future Developments

· It is believed that terminal manufacturer(s) are considering implementing a certificate based mechanism for the Sandbox environment in CM3 devices. What impact will this have on WPKI?

Suggestion for a WPKI model within MExE

To put forward a suggestion for a WPKI model is not in the scope of this document nor is it the role of this document to make a comprehensive analysis of WPKI and how it impacts MExE. However it seems likely that a MExE WPKI will be based upon the WPKI model being developed for the WAP environment. 

There is a strong requirement for MExE to understand the FULL implications of a WPKI for MExE devices, but it is not within the scope of the MExE group to define the WPKI model for MExE devices.

A WPKI model can be made available to the MExE group if required but as it is based on a WAP device it is not considered to be entirely relevant to this document. 

No known information is currently available for WPKI and MExE devices.














































